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satisfaction survey




Staying on track

The internal audit mandate continues to grow, shaped by the changing regulatory
environment, increased operational risk together with uncertain macro economic and
geopolitical factors, and evolving stakeholder expectations. Our internal audit survey
offered firms the opportunity to share their experience and benchmark good practice
against the wider financial services sector.

Internal audit (JA) has moved beyond its traditional assurance remit and is now viewed both as a key tool by the regulator and a valued
business partner in helping a firm meet its strategic goals. However, maintaining this status depends on keeping step with the latest
regulatory developments and staying on track with emerging technologies and digitalisation. Drawing on specialist skills, these elements
will improve operational efficiency and support greater quality across the organisation.

For the purposes of our report, we have grouped our findings and challenges against four key areas:

+ Adding value through strategic alignment - working together with senior stakeholders to prioritise the risks in line with
the over-arching strategy

* Talent management and skills development - ensuring the spread of skills to keep pace with the evolving risk assessment
and fraud detection needed to match the organisation’s strategic direction

 Operational efficiency and effectiveness - achieving more with less by embracing tools and methodologies that will help
manage costs and improve results

+ Effective governance and quality assurance - ongoing assessment of the governance structure and service provision
to senior stakeholders, together with a continuous improvement plan to capture emerging risk.

Ongoing work across each of the above will help internal audit continue to flourish, as will the latest 1A Global Internal Audit Standards,
which were updated last year and continue to set the bar for good practice. Key changes of the new standards include updated
definitions, concepts, and additional governance requirements, emphasising the significance of professional courage and ethical
expectations in internal auditing. Organisations are encouraged to align their audit functions with these standards to enhance the
value provided to stakeholders.

While this report aims to help you benchmark your internal audit function, it should also serve as a catalyst towards a broader
conversation on internal audit, helping to redefine good practices as the sector continues to evolve.
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2024 lIA Standards at a glance

Structural
changes

=]

Content
changes

Thematic
changes

The former ‘attribute’ and ‘performance’ categories
have been integrated.

The framework is now presented as a more user-
friendly five domains and 15 principles.

Assurance and consulting standards have now been
merged.

Essential conditions for the board and senior
management.

Strategy alignment between IA and wider
organisation.

Integrated assurance and risk management.
Report and findings ratings.

Enhanced requirements for external quality
assessments.

Stronger emphasis on the role of the board and senior
management in overseeing the internal audit function.

Internal audit strategy creation that aligns with the
organisation’s wider strategic goals.

Prioritising audit conclusions that directly relate to the
organisation’s goals.

Strengthening risk management within plan to include
a documented assessment of the organisations risk
landscape.

A mandated five-year external quality assessment.
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Aligning |A strategy with key risks

Internal audit functions continue to play a pivotal role within their organisations in 2025.
This means not only providing assurance over risk management but actively adding
value. The internal audit function needs to ensure its strategy aligns to and is in support
of the organisation’s risk landscape.

In line with the new IIA standards, internal audit needs to have a clear strategy which must be agreed by the board. This needs to align
to broader organisational strategy and help maintain pre-agreed risk appetites, largely through effective coverage within the internal
audit plan. While internal audit coverage will vary across the sector, reflecting the unique challenges and operating environment of each

firm, the majority of respondents had high coverage of cyber, cloud, fraud and consumer duty. These themes are largely in keeping with
current regulatory priorities and industry trends we see across our client base.

From a regulatory standpoint, the inclusion of the consumer duty is not surprising, as respondents move from the implementation to
the business-as-usual phase. Similarly, financial crime continues to be a key focus across the sector including anti-money laundering,
sanctions enforcements and anti-proliferation rules. Operational resilience could be a key driver for the inclusion of both cloud and
cyber risk, but that could also be down to large-scale technology transformations which are ongoing across the sector.

— 91% had sufficient coverage of cyber security risk
Key areas of

coverage in — 86% had sufficient coverage of consumer duty
the internal

. — 79% had sufficient coverage of fraud risk
audit plan

—— 73% had sufficient coverage of cloud risk

Firms are generally developing their coverage of ESG risks (41%), with 54% stating that their coverage was sufficient. This is
understandable given the emerging nature of ESG regulations and the differing requirements by sector, for example the prescriptive
labelling regime with the Sustainability Disclosure Regulation (SDR) targeting investment firms, which is consistent with our findings.
Al risk coverage was the lowest of our findings with just 2%.

Key considerations from the standards

The internal audit function must implement a strategy that reflects an understanding of the organisation’s governance,
risk management and control processes.

This doesn’t warrant a wholesale upskilling of the internal audit team, but where the chief audit executive believes
their coverage to be insufficient, they must communicate how they will bridge the gap.
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Emerging risks

While the coverage of ESG risk was to be expected, the relative
status of Al was an interesting point to note.

For Al, just 4% felt that their coverage was sufficient,

with 58% citing it as under development. Despite many firms
identifying Al adoption as a key innovation in internal audit

the last 12 months or planned in the next three years, just 2% of
internal audit teams had expertise in this space. The Al expertise
within internal audit function should reflect the strategic intent
of the business.

Use of Al
o of respondents have
2 /0 Al skills within their team
0 believe their coverage of the risk
0 posed by Al is sufficient

2 0 are not yet using Al
o in audit engagements

Bridging that skills gap will be essential to help those firms meet their broader strategic goals, with effective assurance of Al risks being

key to its safe adoption. For businesses with limited use of Al, the internal audit function can draw on expertise from co-source providers,

but those with more complex Al applications may need to develop these skills in-house.

Moving away from assurance, the use of Al as a tool within the internal audit function is integral to the added value proposition. It can

be used to collate, assess and test data from a range of structured and unstructured sources (including emails and voice recordings),

helping firms to do more with less.

One to watch - cultural risk

53% of responders are developing their behavioural

risk expertise. Although ostensibly a soft control area,

it is now within the scope of the Internal Audit Code of
Practice, garnering the attention of the board and regulators
alike. These findings are in keeping with our expectations,
and we expect to see this as a growing component of
conduct risk management, as firms continue to ensure
behaviours align to their culture and values.

()
S
S

had behavioural risk
skills within the team

felt their coverage
of the risk was sufficient

had no coverage
of behavioural risk

Internal audit survey 2024 6



Operational efficiency
and effectiveness

With ongoing economic uncertainty, firms need to do more with less and internal audit
functions are no exception. This is heightened by the cost of regulatory change, putting
pressure on firms to embrace tools and methodologies to improve efficiency and cut
costs.

When it comes to managing the internal audit function, three of the top challenges are closely related, namely, technology and Al,
specialist recruitment and cost management. Judicious use of technology can reduce costs and help to bridge those resourcing gaps.
Al can be leveraged to facilitate and elevate audit planning, annual risk assessment and audit reporting, with Al technologies used to
analyse vast amounts of financial data, automate repetitive tasks, and isolate anomalies with greater speed and precision.

Al, cloud-based platforms and data analytic (DA) tools can be employed across internal audit activity, such as fraud detection, workflow
and collaboration tooling, and the use of cloud pooled audits. Cloud pooled audit is an innovative tool that allows organisations to carry
out their audit in a group format. These audits allow incumbents to measure the overall cloud security, assessing the effectiveness of the
controls, the data encryption, access management and incident response procedures to identify shortfalls and enhance overall cloud
security.

Respondents at some of the larger organisations are already demonstrating a commitment to leveraging technology with a focus on
data analytics, Al, and real-time assurance to drive value. In fact, over 55% of all respondents are now using data analytics in audit
activities, an increase from last year where 37% were using it across their audit practice. This included the use of machine learning
language models, Power B, GAS, SOL, Python and R adopted throughout the audit lifecycle for audit efficiency, greater assurance and
the ability to meet the big data challenge.

This is a positive step forward and over time, there is a real possibility of generative Al extrapolating insights from existing data that the
audit function has yet to even identify, accessing accurate answers around control breakdowns and root cause analysis. While the
question of control around these tools will need to be addressed, the potential is enormous.

Despite this, 89% of respondents listed technology and Al as one of their top five challenges and this is likely to be a key focus area
for many firms over the next few years.

Top challenges in managing the function

Transformation value

Key considerations
from the standards

Technology and Al

Specialist recruitment
. Internal audit functions are encouraged to
Risk assurance develop and implement plans for leveraging

Regulator collaboration technology-driven tools to enhance audit

efficiency and effectiveness.

Quality assurance
Other

Location strategy However, it's important to maintain a healthy cynicism
over the role that technology such as Al can play.

While it will be a key enabler to support the internal

Internal audit value

Hybrid work audit work and operations, its output can only ever

Diversity be as good as its input. Understanding the so-called

Culture impact black box problem, with clear explainability and

traceability is essential for effective use of these tools.
Cost management

Agile auditing

o
X

20% 40% 60% 80% 100%

% of responses
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Talent management
and skills development

While good use of technology can support innovation and drive efficiency, it does not
represent the bigger picture. Internal audit relies on talented, skilled individuals who can
use that technology effectively and provide qualitative feedback and assurance to the
business.

As the wider business adopts new technology, the internal audit function needs to keep pace in terms of skills sets. This is important on
two fronts. First off, it allows internal audit to offer meaningful challenge and assurance over the use of new technology. Second, it gives
internal audit the opportunity to identify and share good practice from across the firm and advise on potential further use cases. This is
dependent on the relevant skillset within the internal audit team, which needs to be commensurate with the role of technology across the

firm.

Despite an increasing reliance on technology skillsets these are not the only technical skills required within an internal audit function.
A competency over technology can’t replace expertise over key areas such as model risk, cyber risk and other emerging risk areas.

While technical skills are largely well represented in internal audit functions, 36% of respondents said that just 26% or less of their

function had them.

Percentage of function What are the technical skills that
with technical skills individuals have in your team?
40% s 25% = =
35% 20%
30% 20% 19%
30%
(2}
< 25% 2
S 25% T 15%
C C
[o] o
g 20% &
5 15 5 10% 9%
= =
0,
10% 7%
5%
5% 2% 2%
0% 0% . .
= ¥ 5 & ¥ 2 &
>75%  <=75%  <=50%  <=25% gz § g 2 & 2
o [a] 3 5
E o 5 2 ©
o =

Despite the low percentages across risk and technical skills, cyber skills were one of the strongest with 23%, which is encouraging.
Technology and data were also strong indicating an evolving function, as this was a key future focus for our responders last year.
Model risk, however, is an area where some firms may benefit from greater investment. The low proportion of Al skills is no surprise,
given the technology’s nascent stage. However, as 89% of respondents identified it as a material challenge, it is a gap to be bridged.
This can be achieved through a commitment to training, recruiting in new skills or co-sourcing.
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Bridging the gap

Where firms have identified skills gaps, it’s important to assess these in terms of the individual business activities, risk profile and risk
appetite. For example, where business activities don’t rely heavily on technology, internal audit teams may not need deep tech and
data science skills. But they will need a basic fluency around the key risks and associated controls to reflect general usage across the
firm. The relative importance placed on these skills gaps will be up to the individual organisation and will inform the approach taken to

address them.

For firms needing deep specialist knowledge; training or additional resourcing, could bridge that gap. However, it’s important to note
that 55% of firms plan to reduce their team size, with 20% planning to stay the same. Survey feedback suggested that this was partly
due to efficiencies from the use of technology, and partly cost pressures, but it’s clear that firms are not planning to bridge the skills
gaps by expanding the team.

The next option is training and reskilling current staff, but to do this it’s essential to consider the level of expertise you need those team
members to have. A third of respondents cited six to eight training days a year per person which is broadly in line with last year. In that
timescale, it’s unrealistic to expect to see advanced skillsets emerging and its best to focus these efforts on improving basic literacy in
emerging risk areas. Where more advanced skillsets are needed, firms will need a greater financial and time investment to upskill or
reskill existing team members.

Direction of travel for the IA function’s resourcing

For many organisations, good use of co-sourced services
can bridge any identified skills gaps by providing scalable
and specialist expertise as needed. Used effectively, these
relationships can also facilitate skills transfer through formal

. Increasing approaches such as workshops, or informal training through
conversations, walk-throughs or shadowing. Over time, these

Remaining relationships can move the skills dial significantly and help

. the same drive the organisation forward, in line with its broader

strategic goals.

. Decreasing

Key considerations from the standards

A quarter of respondents said they plan to increase the relative size of their function in the next 12 months and one of the stated

reasons was to meet the higher expectations of the revised IIA standards. We can assume this relates to the new IIA requirements
on resources. The chief auditor must develop a strategy to obtain sufficient resources and inform the board where there is a
shortfall, and the plans to address it.
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Effective governance
and quality assurance

Internal audit is a valued business partner and is well positioned to support the business’
strategic vision and promote innovation. However, that position relies heavily on having
ongoing credibility and impact among senior stakeholders, with an open, constructive
relationship.

That dialogue needs to be supported through effective governance structures, which ensures alignment with the overall business
objectives, operations, and industry-specific challenges. It also requires regular feedback and assessment to gauge the success
and performance of the function, making sure it’s still achieving its key goals.

0 The CAE can influence 0 Internal audit attends
0 the senior governance 0 executive committee

agenda and governing bodies

0 Internal audit has an 0 Internal audit has
1 0 0 o open and constructive 9 6 o standing, credibility

relationship with senior and impact

stakeholders

Our survey shows almost universal credibility and standing of the internal audit function, with a seat at the table at board level, offering
the best opportunity to realise its future value. However, there is still room for improvement around the established governance structure
and lines of communication. For example, more than half our respondents reported quarterly meetings between the audit committee,
senior stakeholders and head of audit. Under the revised IIA standards, which puts greater emphasis on building relationships and
communicating with key stakeholders, we would expect this to become more frequent. The same is true for the head of audit’s meetings
with the regulator, which is currently annual for most firms, but which may become more frequent over time.

Frequencey of CAE’s meetings Frequencey of CAE’s meetings
with audit comittess with regulators

@ Monthly @® Monthly
@ Ouarterly ® Ouarterly
57.01% 41.07% @ Semi-annually @® Semi-annually
@ Annually
Never

Key considerations from the standards

The requirements from the quality standards include the chief audit executive developing, implementing and maintaining
a quality assurance programme which includes internal and external quality assessment. The standards require them

to meet at least annually to discuss the findings and plans for improvement.
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Measuring success

One of the key aspects of the standards is the renewed focus
on measuring performance and quality.

The internal audit function holds a vital position within the
organisation and must demonstrate agility and expertise in
the monitoring of and responding to known and evolving risks.

To underpin confidence in the process for both the function

and their stakeholders, a robust performance measurement
process is essential, signalling their readiness and commitment
to continuous improvement. A best-in-class measurement process
is a mixture of quantitative and qualitative indicators, employing
the latest tools and technology to enable them to effectively
measure performance in an increasingly digitalised landscape.

We wanted to understand how rigorous the respondent firms
were in self-assessment and independent QAIP. Without a regular
and comprehensive self-assessment of their auditing strategy,
approach and execution it’s impossible to understand how
effectively risks are currently being managed.

A notable 14% of respondents had not carried out a self-
assessment in more than two years. This, coupled with the
lack of regular external quality assessment for over a third

of respondents, leaves a significant gap in the performance
monitoring which they will need to bridge to comply with the
new standards and to identify the shortfalls in their coverage
of evolving risks.

Alack of a QAIP means audit committees cannot effectively
assess the internal audit function’s performance, making it
difficult to evaluate if a function has the right resources and
priorities, or if it’s adding value to the organisation.

Those companies lacking QAIP must address this as a priority not
only to meet the requirements of the standards but to avoid losing
step with evolving risks to their firm.

Frequency of formal assesment

80%
0,
70% 68%

60%

§ s0%

‘g 0

o

g 4%

K]

= 30%
20% 4% 13%
- - -
0% [

Annually Less than biennially Biennially Never

Quality feedback can be harnessed most effectively when
internal audit is using uniform KPls and feedback mechanisms
that are evaluated against metrics such as plan delivery,
stakeholder feedback, risk coverage, audit quality, budget
utilisation, staff mobility, and compliance with professional
and regulatory standards. Al is increasingly used to improve
the efficiency and effectiveness of their audit functions.

Proportion of function undertaking QAIP

30%
° 27%

25%

25%
20% 18%
15% 14%
10% 9%
7%
) .
0%
Not

<=1% 1-2.56% 2.5-56% >5%

% of respondents

Outsourced
undertaken

During any significant transformation, the internal audit function
also aligns with internal objectives and commitments, monitoring
internal objectives and key results (OKRs) to ensure alignment.
An effective independent ‘third line’ should maintain and
implement a robust audit plan, make recommendations for

risk management and governance improvement, and provide
insightful reporting to the audit committee.

Frequency of stakeholder satisfaction
surveys

30%
27%

25%

25%
20% 18%

15% 14%
10% 9%

7%
) . I
0%
Not

<=1% 1-2.5% 2.5-56% >5%

% of respondents

QOutsourced
undertaken
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Next steps

Our survey highlights the valued relationship that the internal audit function now
enjoys with senior stakeholders. It reflects an influential leadership role with the ability
to challenge and flag strategic risks, allowing firms to pivot and realign themselves

accordingly.

However, this is not a once and done’ exercise. Sustaining this valued position demands the constant evolution and innovation of the

function. The latest standards articulate this and, as such, any measurement of success will need to evidence robust regular discourse
with senior stakeholders, a commitment to innovation and rigorous self-assessment framework.

Our respondents are keenly aware of the challenges they must overcome and the strategic, talent, operational, and assurance aspects

that are critical for success in their domain.

A road map for the future fit internal audit function

Strategic alignment and value
demonstration

Develop or maintain your position within the
organisation by articulating and demonstrating
the value you provide. Ensure your involvement in
firm-wide transformation programmes to add value
on a timely basis.

Operational efficiency
and effectiveness

Balance cost pressures in the delivery of the audit
plan. Demonstrate efficient use of resource and
technology and effectively meeting your stated
goals.

=

Key considerations from the standards

Talent management and skills
development

Adapt to new ways of working with technology,
data analytics, and Al. Recruit, train or co-source
individuals with sufficient specialist skills to help
you embed an audit approach and methodology
appropriate to your organisation.

Effective governance and quality
assurance

Implement a governance structure that captures
emerging risks against plan. Embed an effective
quality assurance and continuous improvement
programme to ensure audit quality.

The standard’s focus areas now include an agreed mandate, vision and strategic plan. Ensuring strategic alignment,

with a roadmap to meet any challenges head-on, will insulate you against increasing regulatory imperatives, digital

transformation and escalating emerging risks.
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Appendix

@ Which of the following best describes your firm’s activity in the UK?

30%

25.93%
25%

20%

)
1% 12.96% 12.96%

Mm%  Mi%

10%
741% 741%
5% 3.70%
. 1.86% 1.86%  1.85% .
0% [ I N

% of respondents

©
<
=
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@ Is your company listed?

FTSE FTSE Overseas
100 250 listing

12% 9% 21%

@ Does the business operate outside of the UK?

No
35.71%

Yes
64.29%
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Appendix

What is the function’s headcount as a proportion of firm headcount?

60%
50% 48.21%
2
S 40%
©
C
(o]
% 309
g 30%
k)
N 20% 16.07% 0
14.29% 12.50%
B . . = .
0
0% -
<=0.5% <=0.75% <=1% <=1.25% >1.25%

What is the direction of travel of the function’s relative size?

. Increasing

® Remaining

the same

. Decreasing
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Appendix

About the function
What proportion of the function undertake audits?

35%

30% 29%

27%
25%
20%

20% 18%
15%

10%

- 4% 4%

o ] ]

>=95% 92.5-90% 90-90.25% 87.5-90% 85-87.5% <85%

% of respondents

@ What proportion of the function undertaking QAIP audits?

30%
27%
25%
25%
£ 20% 18%
S
5 149
S 15% >
o
e 10% 9%
7%
5%
0%
<=1% 1-2.5% 2.5-5% >5% Not Outsourced

undertaken
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Appendix

@ What percentage of the function is comprised

of individuals with technical skills?

40%

36%
35%
30%
30%
E 25%
L 25%
j=
o
o
3 20%
s
> 15%
0,
10% o%
5%
0%
>75% <=75% <=b0% <=25%

@ What are the technical skills that individuals have in your team?

25% 23% 23%

20%
20% 19%
15%
10% 9%
5%
2% 2%
. H N

% of respondents

Al
Behavioural
risk

Cyber

Data

Model risk
Technology
Other
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Appendix

Do you believe the new Global Internal Audit Standards
have made a difference?
. . Too early
Postive Negative .
1% 1% to determine
68%

Do you foresee any issues with becoming fully compliant
with the Global Internal Audit Standards?

Postive Negative Too early .
9% 69% to determine
22%

Is there anything that you believe the Global Internal Audit
Standards has not sufficiently focused on?

Combined assurance models, more reliance on other assurance providers needed

Over-focused on unnecessary aspects Positioning of the IA function
Too prescriptive in some areas

Elevating old IPPF to UK FS Code

More principles-based approach needed
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Appendix

S

Which of the following best describes the regularity of the CAE’s meeting

with the chair of the audit committee?

Annually I 2%

% of respondents

0% 10% 20% 30% 40% 50% 60% 70%

Which of the following best describes the regularity of the CAE’s
meeting with the CEO?

Never
Annually

Semi-annually

% of respondents

Quarterly

Monthly

0% 5% 10% 15% 20% 25% 30% 35%
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Appendix

Do representatives from your firm's management team attend the audit
committee to discuss / explain overdue / material internal audit issues?

No
16%

Yes
84%

How frequently does your function undertake formal stakeholder satisfaction
surveys with its auditees?

60%

50%
50%
40%

30%

25%

23%
20%
10%

2%
I

0%
After each audit Annually No survery On a sample basis

engagement undertaken
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Appendix

Has the audit committee approved internal audit’s risk appetite?

Yes No No risk
38Y% 79 appetite exists
’ ’ 55%

How many engagements were in your plan presented for approval
to the audit committee?

1000 100
85.71% 8755

800 80

600 60

400 40

200 20

1.79%
y

Distribution of

. ® % of responses @ no. of responses
audit engagements
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Appendix

Governance

Does the function’s annual report to the audit committee include:

Significant work
Progress
Overall opinion

Other

Type of contents

Opinion on projects

Control environment

o
n
o

40 60 80 1

o

0

O®No @VYes

% of respondents

When was the last external quality assessment undertaken?

40%
35% 34% 34%
30%
25%
25%
20%

15%

% of respondents

10% 7%

b .
0%
Lessthan12  1-3 yearsago 3-5yearsago More than 5
months ago years ago

How often do you undertake a formal self-assessment of the function?

80% 74%
70%
60%
50%

40%

% of respondents

30%

20% 16%

1%
10%
0%

Annually Less than biennially Biennially Never

Internal audit survey 2024 21



Appendix

Managing the internal audit function

What is the biggest challenge facing internal audit?

Agile auditing 85.19% 14.81%

Cost management 55.56% Ll 4L4%

Culture impact 70.37% 29.63%

Diversity L. 414+% 5.56%

Hybrid work 88.89% 1.11%

Internal audit value 72.22% 27.78%

Location strategy 98.15% 1.85%

Other 90.74% 9.26%

Challenges

Quality Assurance 66.67% 33.33%

Regulator collaboration oL 4L % 5.56%

Risk assurance 53.70% 46.30%

Specialist recruitment 50% 50%

Technology and Al ERITRICZ 88.89%

Transformation value 62.96% 37.04%

0.00% 20.00% 40.00% 60.00% 80.00% 100.00%

@ is notachallenge is a challenge

% of respondents

How would you rate the success of the function in the last year?

Delivered all Most objectives

objectives v/ — | achieved

+1% 55%

Significant

objectives X No answer
g] not achieved 2%

2%
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Appendix

Managing the internal audit function

What criteria is used to rate the success of the function?

Using a balanced scorecard, Turnaround time, utilisation, Annual review of the balanced ~ Completing the audit plan while

feedback surveys staff mobility scorecard to align with delivering value-added audits

functional and business
strategies

Annual effectiveness review Audits completed Delivery of the audit plan Functional report

Progress vs plan survey Audits completed to the plan KPls, annual survey of key Survey feedback and metrics
timelines and audit findings completed stakeholders
successfully by the business.

Completion of planned audits ~ Delivery of audit plan quality SMART objectives against set Objectives set by chair of AC,

and completion of audit actions assurance results criteria, assessed by audit and agreed at AC meeting

by management committee and ExCo inputs

Delivery against internal OKRs  Achievement of KPIs, formal EOQA Results, lack of OA, poor Enhancing audit plan delivery

and commitments annual feedback from key delivery on the audit plan and engagement with
stakeholders cirectors/auditees

IA plan delivery, recruitment Primary objective is to deliver Plan delivery, risk coverage

of permanent Head of IA, the risk based audit plan. vs appetite, OA outcomes

overcoming resourcing Secondary objective to vs. risk appetite, colleague

challenges, effective use of develop and deploy integrated  engagement, DEl progress

co-sourcing assurance and budget management

How would you rate your coverage of the following risks?

. . L L] L]
@ Ssufficient Al Behavioural risk
Being developed
0, 0, 0,
@® Not covered e s3%

4%

@ Cloud Consumer duty Fraud

Cyber security @ ESG
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Appendix

Managing the internal audit function

Please outline any notable innovations in your function
over the last twelve months

Data led audits commenced
Real time assurance introduced

Integration and adoption of the
IA system

Al considerations

Data analytics programme

Adopting an integrated
assurance model with other

providers, enhancing audit

ommittee confidence, and
leveraging Al to improve
audit efficiency and team
development

Combined assurance mapping

Data analytics tool, formall
PDPs for all team members, Al
roadmap

Increase in use of integrated
data science tools for better
outcomes - e.g. speech to text
and mining and reconciliation
and manual exception review;
delivery of new audit analytics
platform in GCP

Creation of new function

Development of workshop
based auditing has improved

pace of audit delivery

Changed auditing approach
for material bank parts, new
reporting presentation to board
and senior management

Audit analytics started

Emphasising data as a
core component of the
audit process, not just an
enhancement

Power Bl developments for
better interactive Ml, data

analytics

Increased data analytics
untilisation, creative reporting
for DA analysis

Integrated assurance map

QA automation tool for ongoing
audit file assessment

Implementation of change
assurrance discipline, workshop
challenge assignments,
thematic reporting

Increasing resources and
budget for the digital agenda

Intergrated audits

Real-time independent
assurance

Implementing a low-effort
continuous assurance tool for

quick, comprehensive coverage
of high-volume transactions

Incremental changes in product
strategies, enhanced DA testing
strategies

New audit tool emerging use
of Al

Transitioning to TeamMate+

Use of Al for training videos, use
of CoPilot for recording and
summarising integrated audit
approach

Innovation / experimantation
core strategy, use of Al for

macros / python code

Establishing team in Pune for
SOX and |A assignments

Sprint / agile reviews

Data analytics - going full
throttle, more consulting
engagements

Revising the audit universe to
provide an end-to-end process
view and risk-based audit plan

Are you using Al to improve the effectiveness/efficiency of your audit functions?

No
61.82%

Yes
38.18%
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Appendix

What percentage of engagements use data analytics to support audit activities?

26-75%
30%

How many days a week are staff expected to be in the office?

40%
35%
35% 33%

30%
25%
20%
15% 13% ©
10% I
. 5%
=

1day aweek 2daysaweek 3daysaweek 4 ormoredays Thereis no

% of respondents

a week expectation
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Managing resources

A move to greater data led
monitoring of controls

Impact of Generative Al on IA
process

Increase in-house resources,
embrace new technologies,
adapting to further cost pressures
Al

Aligning with 2025 Global 1A
Standards and adopting a new
grading methodology

Attracting and retaining experienced
IA team members

Audit innovation - introduction of
GENAI tools in generating audit
efficiencies

Audit of Al and using Al in audits
Automation, application of the
standards for small fubction
Building a more robust audit
function with a skilled and
experienced team

Building improved people capability
focusing beyond process and
adding value around change and
strategy

Business transformation projects
focus

Continued focus on data and Al
Data and Al

Data-driven and automated testing
Downsizing due to cost pressures
and efficiency gains, improved
control environment maturity

Embracing new technologies
Enhancing technical skills
Ensuring more effective and
efficient data use.

Expanding data analytics and
continuous monitoring

Extent to which GenAl starts to
impact, how we audit as well as
what we need to audit

Fully outsourced function
Function growth in size

Getting a seat at the table
Greater regulatory compliance
expectations

Greater use of data analytics, and
integration of risk and assurance
across the three lines

Growing headcount

Growth and IPO

Growth of Al

Implementing Al and analytics
to improve process efficiency
Improvements to provision of
assurance from other providers
in the firm which will enable

IA to evolve its remit more
Including Al in work

Increased application of DA
and technology in audits
Increased data usage and Al
techniques

Increased use of technology

in audits

What do you expect to be the most material changes to your function
in the next three years?

Increasing headcount to meet
higher expectations set by IIA
Guidelines

Inro of use of Al and its development
Leveraging data and Al

Managing risks and opportunities
from Gen Al, adapting approaches
and methodologies for efficiency
Mix of skills for assurance
requirements, balancing change
and BAU assurance coverage
More resource required who have
data analytic/Al skills

New technical expertise, enhanced
approach (GIAS), evolving for
outsourced business functions
Non-UK regulatory environment is
evolving e.g. the new NPL directive
Our firm is in SWD mode, so the
number of audits would decrease
over the period

Retaining sanity amid regulatory
missives

Simplification; impact of Al
Technical upskilling in LLM/AI
continued upskilling in data

Upskill of technology skills or
leverage on co-source providers
Utilising Al to stay efficient amidst
evolving risks and regulations

We will increase in size by 20% and
costs will increase accordingly
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Rob Benson

Partner

Head of Business Risk Services
Financial Services Group

T +44 (0)20 7865 2415

E rob.m.benson@uk.gt.com

Vivian Lagan

Managing Director
Business Risk Services
Financial Services Group

T +44 (0)20 7865 2240

E vivian.o.lagan@uk.gt.com
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Ravi Joshi

Partner

Business Risk Services
Financial Services Group
T +44 (0)20 7865 2571

E ravi.joshi@uk.gt.com

David Cuss

Managing Director
Business Risk Services
Financial Services Group
T+l (0)20 7865 2251

E david.cuss@uk.gt.com
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